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1. [bookmark: _Toc4157750][bookmark: _Toc4160161][bookmark: _GoBack]Introduction
Directive (EU) 2016/1148 concerning measures for a high common level of security of network and information systems across the Union[footnoteRef:2] (NIS Directive) is the first internal market instrument aimed at improving the resilience of the EU against cyber-security risks. Based on Article 114 of the Treaty on the Functioning of the European Union, the Directive aims at ensuring the continuity of services allowing the Union's economy and society to function properly. In order to do so, the Directive introduces concrete measures building cyber-security capabilities across the EU and mitigating growing threats to network and information systems used to provide essential services in key sectors. [2:  OJ L 194, 19.7.2016, p. 1.] 

Following its entry into force in August 2016, Member States had until 9 May 2018[footnoteRef:3] to adopt national measures necessary to comply with the provisions of the NIS Directive. The Directive promotes a risk management culture among companies or other entities providing essential services which are defined, pursuant to Article 5, as “operators of essential services” (OES). Operators which fall in the scope of the Directive are required to take appropriate and proportionate technical and organisational measures to manage the risks posed to their security of network and information systems and to notify serious incidents to competent authorities.    [3:  By September 2019, all 28 Member States have notified full transposition. ] 

The co-legislators have delegated implementation of the NIS Directive to the Member States who are supposed to define essential services and identify operators of essential services in their territories. Hence Article 5(7) of the Directive requires Member States to report to the Commission on the results of this identification. In order to allow for a coordinated reporting, both the Commission[footnoteRef:4] and the Cooperation Group established by the Directive[footnoteRef:5] provided guidance to Member States concerning the identification process.   [4:  Communication from the Commission to the European Parliament and the Council: Making the most of NIS – towards the effective implementation of Directive (EU) 2016/1148 concerning measures for a high common level of security of network and information systems across the Union, COM(2017) 476.]  [5:  The NIS Cooperation Group, which is composed of Member States, the Commission and ENISA (the European Union Agency for Cybersecurity), has created a separate work stream with the aim of exchanging information and best practices on OES identification amongst Member States.] 

In accordance with Article 23(1), the present report assesses the consistency of the approaches taken by Member States in the identification of operators of essential services. As the consistency of OES identification and the risk of fragmentation in the internal market in this area are closely linked, this report will also feed into the wider assessment of the NIS Directive, as stipulated in Article 23(2), which provides for the Commission to periodically review the overall functioning of the Directive and to assess the list of sectors and sub-sectors subject to the identification of OES and the types of digital services covered by the Directive. The first such reports is to be submitted by 9 May 2021.

[bookmark: _Toc4157751][bookmark: _Toc4160162]Purpose of the report
Due to their important role for the economy and society as a whole, operators of essential services must demonstrate a particularly high level of resilience against cyber-incidents. In this regard, a consistent approach in OES identification by Member States is important for several reasons:
1. To reduce the risks related to cross-border dependencies:
A failure to consistently identify important operators providing services cross-border may result in an uneven level of cyber-resilience between different Member States, increasing the risk that a cross-border incident would damage critical infrastructures or cause the loss of the life of citizens.[footnoteRef:6] For example, energy transmission operators or top-level domain registries, which are both part of the list of types of entities in Annex II, are entities which make the most of the internal market by providing cross-border services to consumers and businesses. A consistent identification of such providers across the Union could therefore help prevent cyber-threats from propagating throughout the internal market.[footnoteRef:7] [6:  For instance, it took WannaCry, a ransomware cryptoworm, in May 2017 only a single day to spread to over 150 countries and infect an estimated 200 000 computers.]  [7:  According to the NIS Cooperation Group, the openness of the internal market for services can lead to “cross-border risks and dependencies that fundamentally affect the availability, integrity and confidentiality of such services”.] 

2. To guarantee a level playing field for operators in the internal market:
The NIS Directive requires Member States to establish security requirements and incident notification procedures for OES. As the Directive follows a minimum harmonisation approach with regard to OES, Member States are free to impose requirements on operators that are higher than those provided for in the Directive. While enhancing the resilience of Member States, such measures may generate additional regulatory costs for the concerned operators. It is therefore important that operators providing similar services of similar relevance are subject to similar regulatory treatment. 
3. To reduce the risk of divergent interpretations of the Directive: 
The Directive has been designed in such a way as to give Member States room for manoeuvre in selecting the relevant entities to account for national specificities. At the same time, this approach increases the risk of divergent implementation of the provisions of the Directive and can potentially lead to inconsistencies in the measures adopted by Member States. This is especially important for companies that are active in several countries and that therefore have to meet the regulatory requirements of more than just one Member State.
4. To develop a comprehensive overview of the level of cyber-resilience across the EU:  
OES are subject to supervisory activities aimed at verifying the effective implementation of security policies as well as the notification of significant incidents. Supervision favours the development of stronger public-private cooperation, leading to the development of a shared knowledge about cyber-security preparedness within a Member State. Thanks to the Cooperation Group, the sharing of national experience, including information about incidents notified[footnoteRef:8], can be aggregated at EU level and contribute to a more accurate assessment of main threats and needs. However, in order to be effective, such information sharing exercise should be based on a common understanding on which entities should be identified as OES.  [8:   According to Article 10(3) of the NIS Directive, Member States shall submit every year to the Group a summary report of incident notifications received. ] 


[bookmark: _Toc4157752][bookmark: _Toc4160163][bookmark: _Ref18486143]Identification procedure under the NIS Directive
The NIS Directive provides in its Annex II a list of seven sectors and their respective sub-sectors and types of entities which are relevant for the identification process (Table 1). Article 5(3) requires Member States to establish a list of essential services based on these sectors, subsectors and types of entities. The minimum harmonisation approach of the Directive allows Member States to go beyond the scope of Annex II and carry out identification in additional sectors and subsectors.
	Sector
	Subsector

	1. Energy
	(a) Electricity

	
	(b) Oil

	
	(c) Gas

	2. Transport
	(a) Air transport

	
	(b) Rail transport

	
	(c) Water transport

	
	(d) Road transport

	3. Banking

	4. Financial market infrastructures

	5. Health sector

	6. Drinking water supply and distribution

	7. Digital Infrastructures


[bookmark: _Ref6304780][bookmark: _Ref4079529][bookmark: _Toc4082119][bookmark: _Toc4083766]Table 1: Sectors and subsectors listed in Annex II of the NIS Directive

Article 5(2) lays down three criteria to be used by Member States for the identification of operators of essential services:
1. The entity in question needs to provide a service that is essential for the maintenance of critical societal and/or economic activities. To that end, national competent authorities have to consult their previously established lists of essential services. 
2. The service provided has to depend on network and information systems. 
3. An incident would need to have significant disruptive effects on the provision of the relevant service. Article 6 specifies that the significance of an incident shall be assessed using cross-sectoral factors and, where appropriate, sector-specific factors.[footnoteRef:9]  [9:  Examples of cross-sectoral factors are the number of users relying on a service or an entity’s market share. Examples of sector-specific factors are the number of autonomous systems connected to an Internet Exchange Point (IXP) or a financial institution’s number of transactions per year.] 

Furthermore, Article 5(4) of the Directive requires Members States to engage in consultation with one another if they find that a potential OES is providing services in more than one Member State. This mandatory procedure is meant to help Member States assess the potential impact of a cyber-incident affecting entities operating across borders as well as acting as safeguard for the companies affected by the procedure in different Member States.

[bookmark: _Toc4157753][bookmark: _Toc4160164]Methodology of the report
The results of the report are based on an assessment conducted between November 2018 and September 2019. Many Member States had not made the information required to draw up the present report available to the Commission on time. The adoption of the report therefore had to be postponed beyond 9 May 2019, the adoption date envisaged by Article 23(1) of the NIS Directive. The data were gathered through multiple channels: information submitted by Member States based on a standardised template prepared by ENISA, standardised interviews with selected national authorities, and Cooperation Group meetings, including a workshop dedicated to the subject held on 19 March 2019. 
Based on the information gathered, the report evaluates how consistent the identification approaches of Member States are with one another by
1. comparing the different identification methodologies chosen by national authorities, 
2. examining the lists of essential services and thresholds chosen by Member States,
3. analysing the numbers of OES in each Member State.
The report also evaluates how the provisions of the Directive regarding the cross-border consultation procedure (Article 5(4)) and the lex specialis principle (Article 1(7)) have been implemented. The report provides a factual analysis of the process of identification carried out by the Member States accompanied by preliminary conclusions and open questions for further reflection.

[bookmark: _Toc4157754][bookmark: _Toc4160165][bookmark: _Ref4160867]Data availability
The provisions of the NIS Directive require Member States to provide only a limited set of data to the Commission. For instance, national authorities are not required to submit the names of the identified operators, which makes it difficult for the Commission services to compare the results of the identification process in terms of the completeness of the list and the impact on companies of the same size and belonging to the same sector.
Under the terms of Article 5(7) all Member States should have provided the input necessary for this report no later than 9 November 2018. However, only 15 countries had submitted substantial data by that date (see annexed table in section 4.1). Following repeated reminders by the Commission, the gaps in the data remained significant. The Commission has therefore sent letters of formal notice to 6 Member States[footnoteRef:10] on 26 July 2019, inviting them to submit the missing data within two months’ time. [10:  Austria, Belgium, Greece, Hungary, Romania and Slovenia.] 

At the date of publication of this report 23 Member States had submitted all the data required under Article 5(7): Bulgaria, Croatia, Cyprus, the Czech Republic, Germany, Denmark, Estonia, Greece, Spain, Finland, France, Ireland, Italy, Lithuania, Luxembourg, Latvia, Malta, the Netherlands, Poland, Portugal, Sweden, Slovakia and the United Kingdom. The other 5 Member States (Austria, Belgium, Hungary, Romania and Slovenia) have only partially provided data on national OES identification, as they have not been able to complete their identification process in time for the publication of this report.


2. [bookmark: _Ref2954951][bookmark: _Toc4157755][bookmark: _Toc4160166]OES identification in the Member States
The NIS Directive lays down a framework for the identification of operators of essential services that provides Member States with discretion to take into account national specificities. As a result, Member States have developed a wide variety of identification practices.

[bookmark: _Toc4157756][bookmark: _Toc4160167][bookmark: _Ref19696149]Methodologies used by Member States
Member States have devised different methodologies to identify operators, making full use of the flexibility provided by the NIS Directive. One of the elements influencing national methodologies was the pre-existence of a framework, such the Council Directive 2008/114/EC on critical infrastructures[footnoteRef:11] or other national provisions on “vital operators”. In such cases, Member States used their prior experience as a point of reference and incorporated specificities related to the NIS Directive into existing methodologies. [11:  Council Directive 2008/114/EC of 8 December 2008 on the identification and designation of European critical infrastructures and the assessment of the need to improve their protection. The objective of the Directive is to strengthen the protection of critical infrastructures in the energy and transport sectors.  ] 

Differences in national methodologies fall in the following main categories: essential services, use of thresholds, degree of centralisation, authorities in charge of identification and assessment of network and information systems dependence. Due to their importance for assessing OES identification consistency, separate sections have been dedicated to analysing essential services and thresholds. The other criteria are dealt with within this section. 
Degree of centralisation
Most Member States have opted to delegate some of the decision making as regards various elements of the identification process to sectoral authorities (ministries, agencies etc.). The degree of decentralisation varies from case to case with most Member States nominating a single authority in charge of providing guidance to sectoral authorities and consolidating information. However, some countries have chosen to keep the identification process in the hands of a single authority. There are also cases with an extremely high degree of decentralisation where the sectoral authorities are responsible for developing their own methodologies.
Many Member States have carefully weighed the different aspects of the institutional setup of OES identification. Conflict of interest avoidance has been cited by authorities as one of the merits of centralised identification: operators are apparently more reluctant to disclose relevant information to sectoral regulators as they fear that this information might also be used for other regulatory purposes. 
Decentralised approaches on the other hand seem to foster dialogue amongst NIS competent authorities (both cyber-security and sectoral), helping them better identify the implications of cross-sectoral dependencies. Moreover, sectoral authorities have usually a deeper understanding of the sectors than the lead authorities. 
Identification procedure (top-down vs. bottom-up)
Another important distinction can be drawn between Member States in which public authorities conduct the identification process (top-down identification) and Member States where market operators are called upon to verify by themselves whether they meet the requirements as operators of essential services (so-called bottom-up identification or self-identification). For the latter approach to work effectively, Member States should set fines that are high enough to dissuade operators from not coming forward, as provided for by Article 21 of the NIS Directive. In most cases the identification process is top-down. However, in practice authorities often partly rely on certain self-assessment elements, such as questionnaires to be filled out by potential OES.
If the rules and thresholds governing OES identification are explicit and transparent, both top-down identification and bottom-up identification should yield similar results. Choosing one approach over the other should therefore in principle not have any impact on consistency.
Assessment of network dependence
As explained in section 1.2, Article 5(2)(b) requires Member States to assess an operator’s dependence on network and information systems as part of the OES identification procedure. Many Member States, when applying those criteria, consider dependence on network and information systems to be a given in today’s digital economy. However, some authorities chose more elaborate practices, for example by conducting detailed assessments or by asking operators to self-evaluate the degree of their dependence.

[bookmark: _Ref3208076][bookmark: _Ref3208088][bookmark: _Ref3208093][bookmark: _Toc4157757][bookmark: _Toc4160168]Identification of services
Recital 23 of the NIS Directive explicitly mentions the lists of essential services as input to be used in the “assessment of the regulatory practice of each Member State with a view to ensuring the overall level of consistency”. As the lists of essential services drawn up by Member States serve as basis for the identification of operators, differences in the identified services could lead to an inconsistent identification of operators across Member States, especially if specific services provided in all countries are only identified by some Member States.
The numbers of services identified by Member States as covered by Annex II of the NIS Directive that have been reported to the Commission vary greatly between Member States (numbers for all Member States can be found in the annex in section 4.2). With an average of 35 services per Member State, the number of identified services ranges from 12 to 87, as shown in Figure 1. While larger Member States do tend to identify slightly more services than smaller Member States, there does not seem to be a strong correlation between the size of a Member States and the number of services identified. This is to be expected, as in practice consumers and companies usually have access to the same types of services in all Member States, irrespective of a country’s size. 
 
[bookmark: _Ref2271296][bookmark: _Ref2271285][bookmark: _Toc4082124][bookmark: _Toc4083771]Figure 1: Overall number of essential services identified by Member States

The number of identified services not only varies when looking at Member States as a whole but also when taking a closer look at sectors and subsectors. For example, in the banking sector, the number of identified services ranges from 1 to 21. As depicted in Figure 2, the range of identified services differs significantly between countries within most sectors and subsectors. 
  
[bookmark: _Ref2341846][bookmark: _Toc4082125][bookmark: _Toc4083772]Figure 2: Number of services identified by Member States in each sector and subsector. Each data point represents the number of identified services by a Member State in the respective (sub)sector.[footnoteRef:12] [12:  Identical data points are plotted on top of one another. That is why not all 28 data points are visible on the plots. For example, 17 Member States have identified exactly three essential services under Digital Infrastructures.] 


To some extent, the numbers displayed in Figure 2 reflect different methodological approaches between countries. For instance, some Member States have chosen a more granular approach in identifying services than other Member States, leading to higher numbers in such Member States. The data that the Commission has received from the Member States, however, shows clearly that the differences in the numbers are also a result of inconsistencies in the approaches chosen by Member States, as the examples of the electricity and the rail transport subsectors demonstrate:
	Estonia
(least granular approach)
	Portugal
	Denmark
	Bulgaria
(most granular approach)

	Electricity supply
	Distribution system operators
	Electricity Distribution
	Distribution of electricity

	
	
	
	Ensuring the functioning and maintenance of a distribution system for electrical energy

	
	Transmission system operator
	Electricity Transmission
	Transmission of electricity

	
	
	
	Operation, maintenance and development of an electricity transmission system

	
		(consistency gap)



	Electricity Production
	Electricity production

	
		(consistency gap)



		(consistency gap)



	Electricity Market


[bookmark: _Ref6389574][bookmark: _Ref4080265][bookmark: _Toc4082120][bookmark: _Toc4083767]Table 2: Illustrative examples of approaches chosen by Member States in the identification of essential services in the electricity subsector

Table 2 compares some of the ways in which Member States have identified essential services in the electricity subsector. Some countries (such as Estonia) have chosen a very general heading allowing for the identification of basically any operator they deem essential within the electricity subsector. Other countries (such as Portugal, Denmark and Bulgaria) have opted for a much more granular approach. For instance, Bulgaria has drawn up an extremely detailed list of services, which even includes a service not covered by Annex II (electricity markets). Portugal and Denmark, however, have followed a granular approach choosing not to include certain services that others have included. This could result in an uneven playing field between OES within the internal market.
Consistency gaps, such as the ones identified in Table 2, are the result of different national implementations of the NIS Directive and in the case of sectors not falling under Annex II (such as electricity markets) a consequence of its minimum harmonisation approach. Consistency gaps therefore do not imply that Member States who have not identified a certain service have necessarily failed to correctly apply the provisions of the Directive.
Table 3 presents the approaches chosen by four countries vis-à-vis the rail transport subsector. While France has drawn up a very detailed and comprehensive list of services essential to the functioning of rail transport, the other three countries have only selected a small subset of these services. In the case of Poland, it is not entirely clear which services fall under the categories of “freight railway transport” and “passenger railway transport”. Their designations are so general that they might just as well include some of the services identified by France, such as “control and management of rail traffic”. It is worth pointing out that the Commission has no means at its disposal to explore further such cases: the NIS Directive does not require national authorities to disclose information that is more detailed.

	Finland
	France
	Ireland
	Poland

	State infrastructure management
	Infrastructure maintenance
	Infrastructure managers
		(consistency gap)




		(consistency gap)



	Rolling stock maintenance
		(consistency gap)



		(consistency gap)




	Traffic management services
	Control and management of rail traffic
		(consistency gap)



	Preparing train timetables

		(consistency gap)



	Freight and hazardous materials
	Railway undertakings
	Freight railway transport

		(consistency gap)



	Passenger transport
	
	Passenger railway transport

		(consistency gap)



	Metros, tram and other light rail services (including underground services)
	
		(consistency gap)




		(consistency gap)



	Rail services
		(consistency gap)



		(consistency gap)





[bookmark: _Ref6389576][bookmark: _Ref4080401][bookmark: _Toc4082121][bookmark: _Toc4083768]Table 3: Illustrative examples of approaches chosen by Member States in the identification of essential services in the rail transport subsector

The Member States included in Table 2 and Table 3 were only chosen for illustrative purposes and because their methodological approaches make for easy comparison. Most other Member States have chosen similar services and therefore exhibit similar “consistency gaps”. In fact, “consistency gaps” such as the ones in the electricity and rail transport subsectors exist across all Member States and sectors included in Annex II of the Directive. Most of this inconsistency stems from services only identified in some but not all the Member States. The full lists of services in the electricity and rail transport subsectors encompassing all Member States can be found in the annex of this report.
[bookmark: _Ref3208147][bookmark: _Toc4157758][bookmark: _Toc4160169]Thresholds
Even though most Member States do apply thresholds to identify OES, the role that such thresholds play varies from country to country. In regard to cross-sectoral thresholds, it is possible to define thresholds relying on
· a single quantitative factor (e.g. number of users relying on a service) to determine whether an entity is to be considered an OES within a certain service, 
· a larger set of quantitative factors (e.g. number of users relying on a service plus market share),
· a combination of quantitative and qualitative factors. 
Moreover, the Directive allows Member States to apply sector-specific thresholds in addition to cross-sectoral ones. This gives national authorities more freedom in the identification process in order to take account of national and sectoral specificities. At the same time, it gives rise to a very complex mix of thresholds, which can have negative impact on overall OES identification consistency.
An example of this diversity of approaches is provided in Table 4. It illustrates that the thresholds chosen by Member States in the Digital Infrastructure sector do not only vary quantitatively (for example, in Germany DNS providers are identified as OES if they manage at least 250 000 domains, while Poland has set a threshold of only 100 000 domains) but also qualitatively (for example “number of connected autonomous systems” vs. “market share”). 
Consistently chosen quantitative thresholds alone do not guarantee full consistency between national approaches. Given the fact that thresholds are in some Member States just one of the criteria used to identify OES, the outcomes of the identification process could still be very different, even in the presence of similar thresholds. For instance, some Member States use complex scoring systems with several factors feeding into a single formula.[footnoteRef:13] Such factors might for example include an entity’s dependence on network and information systems or some of the factors referred to in Article 6(1) of the NIS Directive. In addition, some Member States do not use thresholds at all or only use thresholds in the preliminary phase of the assessment. These considerations are valid not only for the Digital Infrastructure sector but also across all sectors included in Annex II. [13:  For example, one Member State has developed seven factors (four so-called “factors depending on the operator” and three “factors depending on the impact”) which feed into a single formula. If the final value of the calculation surpasses a certain threshold, the operator in question is recognized as an OES.] 

Setting the right threshold can be a challenge, especially when it comes to sectors that are characterised by the existence of many small operators. An example of such diversity are the many small-scale health care facilities (e.g. clinics or emergency medical services), which provide an essential service to a relatively low number of users but whose unavailability, caused by a cyber-security incident, could result in patients’ loss of life. Another problem arises when the functioning of supply chains depends on services provided by operators that constitute small but nonetheless essential links in the chain (for example in sectors such logistics[footnoteRef:14]). One Member State is exploring the use of criteria linked to the importance or criticality of the service provided as a potential solution to this problem.  [14:  The logistics sector is not covered by Annex II of the NIS Directive.] 



	Country
	Internet Exchange Points (IXP)
	DNS providers
	Top-Level-Domain registries

	
Use of predominantly sector-specific thresholds

	AT
	connected autonomous systems 
> 100
	DNS resolvers: 88 000 users;
Author. DNS: 50 000 domains
	50 000 domains

	DE
	connected autonomous systems 
> 300
	DNS resolvers: 100 000 users; Author. DNS: 250 000 domains
	(service not identified)

	DK
	av. daily data volume > 200 gbit/s
	DNS resolvers: 100 000 users; Author. DNS: 100 000 domains
	500 000 domains

	EE
	(service not identified)
	(service not identified)
	Registry of the country’s TLD

	FI
	(service not identified)
	(service not identified)
	Registries of the country’s and a region’s TLD

	FR
	(no official threshold)
	(no official threshold)
	(no official threshold)

	HR
	connected members > 15
	DNS service for country TLD
	Registry of the country’s TLD

	IE
	(threshold unknown)
	DNS resolvers: 100 m queries/24h; Author. DNS: 50 000 domains
	Registry of the country’s TLD

	MT
	25% of market share
	DNS resolvers: 78 000 requests/day; Author. DNS: 7 800 domains
	750 000 requests/day

	PL
	connected autonomous systems 
≥ 100
	Author. DNS: 100 000 domains
	TLD registries for at least 100 000 subscribers

	SE
	(service not identified)
	DNS resolvers: 100 000 users; Author. DNS: 25 000 domains
	250 000 domains

	SK
	Autonomous system (AS) connecting at least two other AS with 2 Gbps
	DNS resolvers: 3 m queries/24h; Author. DNS: > 1 000 domains
	Registry of TLDs

	UK
	market share > 50%, or
interconnectivity to global internet routes ≥ 50%
	DNS resolvers: 2 000 000 clients/day;
Author. DNS: 250 000 domains
	TLD registries ≥ 2 billion queries/day

	
Use of cross-sectoral thresholds

	CY
	50 000 users, or
5% of subscribers of the market
	50 000 users, or
5% of subscribers of the market
	50 000 users, or
5% of subscribers of the market

	LT
	inhabitants > 145 000
	inhabitants > 145 000
	inhabitants > 145 000

	LU
	100% market share
	13 500 contracts
	100% market share


[bookmark: _Ref4080582][bookmark: _Toc4082122][bookmark: _Toc4083769]Table 4: Thresholds chosen by 16 Member States in the Digital Infrastructure sector


[bookmark: _Toc4157759][bookmark: _Toc4160170]Number of identified operators
The lists of essential services and the thresholds are the most important determinants for a consistent identification of OES. The previous sections have shown that in both cases Member States have applied the provisions of the NIS Directive in various ways, suggesting that this may result in a consistency problem when it comes to subsequently identify OES. This section will compare the numbers of identified operators in the Annex II sectors and subsectors in the Member States.
 
[bookmark: _Ref2869845][bookmark: _Toc4082126][bookmark: _Toc4083773]Figure 3: OES identified by Member States across all sectors in Annex II (per 100 000 inhabitants, outliers and missing data omitted for clarity)

The total numbers of OES reported to the Commission by Member States range from 20 to 10 897 with an average of 633 OES per Member State (numbers for all Member States can be found in section 4.2 of the annex of the present report). Overall, there is a clear positive relationship between the size of a country and the number of identified operators. However, this does not sufficiently explain the large differences in the numbers reported by Member States. In order to account for the relationship between size and population, Figure 3 compares the numbers of identified OES across Member States per 100 000 inhabitants. It suggests that the approaches taken by Member States to identify operators have yielded very different results.
A more in-depth study of the sectors and subsectors reveals significant differences across Member States in the identified numbers across all the sectors covered by Annex II (Figure 4). For example, in the Energy sector, the number spans from 0.3 operators to 29 operators per 1 000 000 inhabitants. Numbers in the banking sector range from 0.07 operators to 51 operators per 1 000 000 inhabitants (not taking into account Member States that have not identified a single OES in that sector).

[bookmark: _Ref3225817][bookmark: _Toc4082127][bookmark: _Toc4083774]Figure 4: Number of OES identified by 25 Member States in each sector and subsector (per 1 000 000 inhabitants, on a logarithmic scale, outliers omitted for clarity). Each data point represents the number of identified OES by a Member State in the respective (sub)sector.[footnoteRef:15] [15:  Identical data points are plotted on top of one another. That is why not all 25 data points are visible on the plots. For example, both Denmark and the Netherlands have identified 0.35 OES per 1 000 000 inhabitants in the air transport subsector.] 




[bookmark: _Toc4157760][bookmark: _Toc4160171][bookmark: _Ref19696088]Application of the Directive to other sectors than those included in Annex II
A study of the data submitted reveals that 11 out of 28 Member States have identified essential services in sectors not falling under the scope of Annex II of the Directive. Out of these 11 Member States, 7 have identified a total of 157 OES providing services not covered by the types of entities in Annex II.

	Additional sector
	Examples of entities
	Number of Member States

	Information infrastructures
	Data centres, server farms
	5

	Financial services (entities not listed in Annex II)
	Insurance and reinsurance companies
	4

	Government services
	Electronic services for citizens
	4

	Heat
	Heat producers and suppliers
	3

	Wastewater
	Collection and treatment facilities
	3

	Logistics
	Postal services
	2

	Food
	Producers, trading venues
	2

	Environment
	Disposal of hazardous waste
	2

	National security/emergency services
	112, crisis management
	2

	Chemical industry
	Suppliers and producers of substances
	2

	Social services
	Entities in charge of social benefits
	1

	Education
	Authorities in charge of national exams
	1

	Collective catering
	Distribution management
	1

	Water
	Hydraulic structures
	1


[bookmark: _Ref4080656][bookmark: _Toc4082123][bookmark: _Toc4083770]Table 5: Sectors chosen by Member States in addition to the ones listed in Annex II

Information infrastructures (identified by five Member States), financial services provided by entities not listed in Annex II (identified by four Member States) and government services (identified by four Member States) are the most popular categories (Table 5).
Given how essential cyber-resilience is for the functioning of the economy and society as a whole, a number of Member States have decided to make use of the opportunity to cover sectors other than only those listed in Annex II. The fact that several Member States chose to apply the NIS Directive to additional sectors gives rise to the question whether the current scope of Annex II is appropriate in order to meet the objective of protecting all operators in the Union that are critical for society and the economy. 

[bookmark: _Toc4160172][bookmark: _Toc4157761]The cross-border consultation procedure 
Article 5(4) of the NIS Directive requires Member States to engage in consultation with each other before reaching a final decision regarding the identification of operators providing services in more than one Member State. The Cooperation Group has issued a reference document in July 2018 in order to help Member States conduct proper cross-border consultations.[footnoteRef:16] [16:  Identification of Operators of Essential Services – Reference document on modalities of the consultation process in cases with cross-border impact, Cooperation Group Publication 07/2018.] 

Based on the information received, only very few national authorities have chosen to contact their counterparts in other Member States and only two Member States have contacted other Member States in a comprehensive manner. In addition, just a few Member States have indicated to have reached out to other authorities in a less systematic manner. In spite of the high importance of cross-border services in the internal market, most Member States that have contacted other Member States have done so only for a very limited number of operators. Despite limited use of the procedure by Member States, many national authorities have expressed interest in the cross-border consultation process and consider it an important element of the NIS identification framework. In fact, several Member States have expressed concern that without effective cross-border consultation operators might be forced to deal with a multitude of different regulatory requirements or be put at a disadvantage vis-à-vis other less tightly regulated OES active in the market.
Together with the national authorities, the Commission has identified several reasons why the consultation procedure is so far not being used as intended:
· Many Member States took longer to identify their OES than expected. Early adopters therefore felt unable to consult those countries. 
· The lack of secure channels to transfer information: some Member States expressed reluctance to communicate with their counterparts considering the names of operators as classified information. 
· The considerable number of existing cross-border dependencies, which resulted in the need to contact a significant number of Member States concerned, especially in the case of pan-European operators.
· The lack of a common understanding of goals and scope of the cross-border consultation exercise: while some Member States regard it merely as a tool to inform each other about OES identifications with cross-border impact, others see its purpose as aligning thresholds and regulatory requirements. Recital 24 of the Directive suggests that it is most of all a procedure to jointly assess the criticality of an operator for the purpose of the identification process.
· Another problem arises when a Member State is contacted by two other Member States regarding the same operator. In such a case, the Member State in question might not be able to align its rules with both Member States at the same time. For this purpose, Recital 24 envisages multilateral discussions. It is important that Member States make use of this possibility to ensure consistency.

[bookmark: _Toc4157762][bookmark: _Toc4160173]Consideration of the lex specialis principle in the identification process
The Commission has identified some level of inconsistency amongst Member States with regard to the application of the lex specialis principle. This has led to an uneven application of the Directive, resulting on the one hand in the identification of OES where sector-specific rules apply and on the other hand in insufficient OES identification in some Annex II sectors.
Article 1(3) stipulates that the NIS Directive does not apply to undertakings subject to the requirements of the Telecom Framework Directive[footnoteRef:17]. However, some Member States appear to have identified OES providing services that should actually be regulated under the Telecom Framework Directive, such as internet access and telephony services. [17:  Directive 2002/21/EC of the European Parliament and of the Council of 7 March 2002 on a common regulatory framework for electronic communications networks and services.] 

In addition, according to Article 1(7) the provisions of the NIS Directive on security requirements and incident notification do not apply to operators that are already regulated by sector-specific Union legal acts laying down obligations of at least equivalent effect. 
While most Member States have identified OES in the banking and financial markets sectors, a few Member States have not identified OES, claiming that operators are providing services covered by leges speciales. 
The Commission is still in the process of gathering detailed information about the application of the lex specialis principle under the NIS Directive. It is currently conducting in-depth checks of the national legislation and country visits in order to assess the current level of transposition and implementation, including regarding the lex specialis provisions. On that basis, the Commission intends to further discuss the lex specialis principle in the Cooperation Group with a view to achieving a better alignment across Member States.

3. [bookmark: _Toc4157763][bookmark: _Toc4160174]Conclusions
This report evaluates the approaches chosen by Member States to identify operators of essential services (OES) under the NIS Directive. Its goal is to assess the level of consistency between the practices of Member States in view of the possible impact of the current framework on the functioning of the internal market and the management of the risks associated with cyber-dependence. 
The analysis conducted shows that the NIS Directive has served as catalyst in many Member States paving the way for real change in the institutional and regulatory landscape with regard to cyber-security. In addition, the obligation to identify operators of essential services has triggered a comprehensive assessment of the risks associated with operators active in critical activities and modern network and information systems in almost all the Member States. This can be considered an achievement for the Union as a whole in line with the objectives of the Directive. 
For the purpose of this report, the Commission has examined the national identification methodologies, the services national authorities deem as essential, the identification thresholds, and the numbers of OES identified in the various sectors covered by the Directive:
Member States have developed a variety of methodologies when it comes to the overall approach to the identification of OES (section 2.1) but also regarding the definition of essential services and the setting of thresholds. This can have a negative impact on the consistent application of the NIS provisions across the Union with possible consequences for the well-functioning of the internal market and the effective handling of cyber-dependencies.
In addition, it seems that there are diverging interpretations by Member States as to what constitutes an essential service under the NIS Directive, with Member States applying different levels of granularity (see section 2.2). This makes it difficult to compare the lists of essential services. In addition, the scope of the Directive risks being fragmented, with some operators being exposed to additional regulation (because they have been identified by their respective Member State) while others providing similar services remaining excluded (because they have not been identified). In order to address these inconsistencies, further work based on the experience of Member States could lead to a more aligned list of essential services.
· Moreover, the report has also found significant inconsistencies in the way thresholds are applied by Member States (section 2.3). A further alignment of thresholds on EU level could help alleviate this problem. Such work could for example be undertaken by sectoral work streams under the Cooperation Group, taking into account national specificities, such as the special requirements of small Member States. 
· The fact that some countries have made use of the possibility to identify essential services in additional sectors or subsectors beyond those covered by Annex II highlights that there are other sectors potentially vulnerable to cyber-incidents than considered by the NIS Directive (section 2.5). The identification of OES in sectors, such as information infrastructures, financial services not covered by entities listed in Annex II and government can improve the cyber-resilience of organisations in such sectors. However, if only a subset of Member States identifies OES in such sectors, this could have negative consequences for the internal market and the level playing field, which it is supposed to ensure.
The many methodologies and best practices that national authorities have devised are of particular value and should be taken into account in the future, for example in the work of the Cooperation Group and the continuous identification of OES by Member States. However, the current level of diversity could have a negative impact on achieving the Directive’s goals.
The Commission draws the preliminary conclusion that, while the NIS Directive has set into motion a crucial process to increase and improve risk management practices of operators in critical sectors, there is a considerable degree of fragmentation across the Union when it comes to the identification of OES. This is partly due to the design of the Directive and partly due to the different implementation methodologies used by the Member States. 
Member States should seek to apply the provisions of the NIS Directive in a manner as consistent as possible, making full use of guidance documents developed by the Commission and the Cooperation Group. The Commission has therefore identified several national actions that could help alleviate the problems highlighted in this report: 
· Many Member States have not completed the OES identification process within the timeframe set by the Directive. Moreover, on the date of publication of this report 23 Member States had submitted all the data required under Article 5(7). An additional 5 Member States had provided partial information. The Commission urges the national authorities in charge of identification to complete the process as quickly as possible and to transmit the information necessary to the Commission in the shortest delay.
· Competent authorities should regularly review their lists of essential services and ensure that all existing essential services are identified so that the number of “consistency gaps” regarding essential services across the internal market is reduced.
· Member States should more actively engage with each other in order to align thresholds where possible and especially in sectors with a strong cross-border dimension, such as transport or energy. This can be achieved via the cross-border consultation procedure provided for in Article 5(4) of the NIS Directive but also by making better use of the existing structures of the Cooperation Group.
· National authorities should consult each other in order to ensure that cross-border operators face similar security and incident reporting requirements in the internal market. Moreover, Member States should contact such operators to gather more information about regulatory divergence. Enhanced cyber-resilience should not come at the cost of regulatory fragmentation. Where necessary, Member States should also engage in multilateral discussions, as envisaged by Recital 24 of the NIS Directive.
In addition to national actions, there are a number of measures that could potentially be taken at Union level and that would lead to increased consistency. The Commission will launch discussions to improve the uneven and at times fragmented identification landscape. Some of the potential measures are: 
· The role of the NIS Cooperation Group should be strengthened in order to promote a common understanding on how to implement the Directive in a more consistent manner. For this purpose, the Commission will propose that the existing dedicated work stream on identification of OES reviews swiftly its guidelines to better tackle existing inconsistencies. The Cooperation Group should also explore the creation of additional sectoral work streams[footnoteRef:18] with a view to increasing coherence between Member States and the use of a tailor-made communication tool to enhance collaboration within the group. [18:  Work streams on energy and on digital infrastructures have been created in June 2018 and July 2019. ] 

· Only very few Member States are currently making use of the cross-border consultation procedure when it comes to identifying operators that are providing essential services in more than one Member State. In order to enhance the exchange of information, the Cooperation Group should review its reference document on the modalities of the consultation process in cases with cross-border impact and agree on a consistent interpretation of the scope, objectives and procedures of such exercise. At the same time, the Commission will look into ways allowing for a secure exchange of information between competent authorities.
· There appears to be a certain degree of inconsistency in the application of the provisions of the Directive on lex specialis amongst Member States. The Commission will therefore make use of the structures of the Cooperation Group to discuss cases where the application of the lex specialis principle may not be correct.
Actions taken at Union level should guarantee a coherent framework, taking into account both sectoral activities envisaging specific or higher requirements on cyber-security and other European legislation.


4. Annexes
[bookmark: _Ref6311287]Overview of the available data by Member State
	Member State
	Submission date
	List of services
	Numbers of OES
	Thresholds

	AT
	Late submission
	Delivered
	MISSING
	Delivered

	BE
	Late submission
	Delivered
	MISSING
	MISSING

	BG
	Late submission
	Delivered
	Delivered
	Delivered

	CY
	On time
	Delivered
	Delivered
	Delivered

	CZ
	Late submission
	Delivered
	Delivered
	Delivered

	DE
	On time
	Delivered
	Delivered
	Delivered

	DK
	On time
	Delivered
	Delivered
	Delivered

	EE
	On time
	Delivered
	Delivered
	Delivered

	EL
	Late submission
	Delivered
	Delivered
	Delivered

	ES
	On time
	Delivered
	Delivered
	Delivered

	FI
	On time
	Delivered
	Delivered
	Delivered

	FR
	On time
	Delivered
	Delivered
	No official thresholds

	HR
	On time
	Delivered
	Delivered
	Delivered

	HU
	On time
	Partially delivered
	Partially delivered
	Partially delivered

	IE
	Late submission
	Delivered
	Delivered
	Delivered

	IT
	Late submission
	Delivered
	Delivered
	Delivered

	LT
	On time
	Delivered
	Delivered
	Delivered

	LU
	Late submission
	Delivered
	Delivered
	Delivered

	LV
	Late submission
	Delivered
	Delivered
	Delivered

	MT
	Late submission
	Delivered
	Delivered
	Delivered

	NL
	Late submission
	Delivered
	Delivered
	Delivered

	PL
	On time
	Delivered
	Delivered
	Delivered

	PT
	On time
	Delivered
	Delivered
	Delivered

	RO
	Late submission
	Delivered
	Partially delivered
	MISSING

	SE
	On time
	Delivered
	Delivered
	Delivered

	SI
	Late submission
	Delivered
	MISSING
	Delivered

	SK
	On time
	Delivered
	Delivered
	Delivered

	UK
	On time
	Delivered
	Delivered
	Delivered



[bookmark: _Ref6319204]Numbers of services and OES identified by each Member State
	Member State
	Identified OES
	Services under Annex II
	Additional services

	AT
	0
	46
	0

	BE
	0
	31
	0

	BG
	185
	30
	3

	CY
	20
	29
	17

	CZ
	50
	31
	12

	DE
	573
	15
	12

	DK
	128
	39
	0

	EE
	137
	18
	6

	EL
	67
	30
	0

	ES
	132
	55
	18

	FI
	10897[footnoteRef:19] [19:  Due to Finland’s identification methodology, a very large number of OES were identified in the health sector.] 

	20
	0

	FR
	127
	70
	20

	HR
	85
	49
	2

	HU
	42
	12
	0

	IE
	64
	26
	0

	IT
	553
	37
	0

	LT
	22
	37
	0

	LU
	49
	21
	0

	LV
	66
	18
	0

	MT
	36
	29
	2

	NL
	42
	12
	0

	PL
	142
	87
	0

	PT
	1250
	26
	0

	RO
	86
	77
	0

	SE
	326
	27
	0

	SI
	0
	34
	2

	SK
	273
	28
	7

	UK
	470
	34
	0


[bookmark: _Ref6389808]
Services identified by Member States in the electricity subsector
	Member State
	Identified services

	AT
	· Electricity production facilities
· Control systems in production facilities
· Distribution grids
· Transmission grids

	BE
	· Production, transport and distribution companies
· Electricity distribution
· Electricity transport

	BG
	· Production of electricity
· Transmission of electricity
· Operation, maintenance and development of an electricity transmission system
· Distribution of electricity
· Ensuring the functioning and maintenance of a distribution system for electrical energy
· Electricity Market

	CY
	· Generation / Supply
· Distribution / Transmission
· Electricity Market Services

	CZ
	· Electricity production
· Electricity sale
· Transmission system operation
· Distribution system operation

	DE
	· Power supply

	DK
	· Electricity Transmission
· Electricity Distribution
· Electricity Production

	EE
	· Electricity supply

	EL
	· Electricity supply
· Electricity distribution
· Electricity transmission

	ES
	· Electricity generation
· Electricity transmission
· Electricity distribution
· Centres for operation and control of electric systems 

	FI
	· Transmission service,
· Distribution of electricity in the distribution network
· Electricity supply through high voltage distribution networks

	FR
	· Sale or resale of electricity to wholesale and end customers
· Distribution of electricity
· Transmission of electricity

	HR
	· Production of electricity 
· Transmission of electricity
· Distribution of electricity

	HU
	· Electricity

	IE
	· Distribution system operators 
· Electricity undertakings 
· Transmission system operators

	IT
	· Generation
· Trading
· Transmission
· Distribution

	LT
	· Electricity production service
· Electricity transmission service
· Electricity distribution service
· Electricity supply service

	LU
	· Electricity supply
· Electricity distribution
· Electricity transmission

	LV
	· Electricity generation
· Electricity distribution
· Electricity transmission

	MT
	· Provision of electricity to consumers
· Transmission and/or distribution of electricity to consumers
· Electricity generation to consumers

	NL
	· Transmission and distribution of electricity

	PL
	· Electric power generation
· Electric power transmission
· Electric power distribution
· Trade in electric power
· Electric power storage
· Quality-assurance services and management of energy infrastructure

	PT
	· Distribution system operators
· Transmission system operators

	RO
	· Production of electricity
· Supply of electricity to consumers
· Operation of centralized electricity markets
· Transport of electricity
· Operation of the power system
· Distribution of electricity

	SE
	· TSO
· DSO
· Production
· Wholesale

	SI
	· Production of electricity in hydroelectric power plants
· Production of electricity in thermal power stations, nuclear power plants
· Transmission of electricity
· Distribution of electricity
· Trade of electricity

	SK
	· Electricity company
· Transmission system operator
· Distribution system operator

	UK
	· Electricity supply
· Electricity transmission
· Electricity distribution





[bookmark: _Ref6389815]Services identified by Member States in the rail transport subsector
	Member State
	Identified services

	AT
	· Rail infrastructures
· Railway cargo transport
· Railway passenger transport
· Railway stations

	BE
	· Infrastructure managers
· Railway undertakings

	BG
	· Providing, maintaining and managing service facilities
· Rail transport by railway carriers
· Providing guidance on rail transport

	CY
	No identification in this subsector

	CZ
	· Railway operation
· Operation of railway transportation or service facility

	DE
	· Rail

	DK
	· Rail infrastructure management
· Rail transport

	EE
	· Railway infrastructure manager
· Railway transport service

	EL
	· Railway infrastructure management
· Rail services

	ES
	· Railway service management
· Railway transport management
· Railway network services
· Railway information and telecommunication management

	FI
	· State infrastructure management
· Traffic management services

	FR
	· Rail services
· Control and management of rail traffic 
· Infrastructure maintenance
· Freight and hazardous materials
· Passenger transport
· Rolling stock maintenance
· Metros, tram and other light rail services (including underground services)

	HR
	· Managing and maintaining rail infrastructure, including traffic management and control-command and signalling subsystem
· Rail transport services of goods and/or passengers 
· Managing service facilities and providing services in service facilities 
· Providing additional services necessary for rail transport of goods or passengers

	HU
	No identification in this subsector

	IE
	· Infrastructure managers 
· Railway undertakings

	IT
	No identification in this subsector

	LT
	· Carriage of passengers and luggage by rail service 
· Rail freights service
· Railway infrastructures development, management and maintenance service

	LU
	· Rail infrastructure management
· Cargo and passenger rail transport

	LV
	N/A

	MT
	N/A

	NL
	No identification in this subsector

	PL
	· Preparing train timetables
· Passenger railway transport
· Freight railway transport

	PT
	· Infrastructure managers as defined in point (2) of Article 3 of Directive 2012/34/EU of the European Parliament and of the Council.
· Railway undertakings as defined in point (1) of Article 3 of Directive 2012/34/EU, including operators of service facilities as defined in point (12) of Article 3 of Directive 2012/34/EU.

	RO
	· Traffic control and management
· Freight transport
· Transport of dangerous goods
· Passenger transport
· Metro, tramway and other light rail services
· Maintenance of railway infrastructure
· Maintenance of rolling stock

	SE
	· Infrastructure management
· PAX transport
· Cargo transport

	SI
	· Passenger rail transport, interurban
· Freight rail transport
· Service activities incidental to land transportation (operation of railway stations etc.)

	SK
	· Infrastructure operators
· Railway companies

	UK
	· Rail services
· High speed rail services
· Metros, trams and other light rail services (including underground services)
· International rail services
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1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	0	0	0	0	0	0	0	0	0	0	0	0	0	0	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	0	0	0	0	0	0	0	0	0	0	0	0	0	0	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	5.7731363013543362	3.6610132642734814	0.56323280988822788	1.5488902271926266	7.7444511359631329	1.1264656197764558	2.3937394420249687	4.2242460741617087	0	0	0	5.4915198964102219	5.9139445038263929	1.1264656197764558	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	3.5095846757494717	2.3397231171663146	1.1698615585831573	1.1698615585831573	7.0191693514989435	3.5095846757494717	0	3.5095846757494717	0	3.5095846757494717	1.1698615585831573	1.1698615585831573	4.6794462343326293	2.3397231171663146	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	0.85075651159581123	0.47264250644211736	9.4528501288423467E-2	0.28358550386527037	0.28358550386527037	0.18905700257684693	9.4528501288423467E-2	0	0	0.37811400515369387	0	1.5124560206147755	9.4528501288423467E-2	1.6069845219031988	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	1.7692326158323561	0	0	0	0.66649173884095603	0	0	0	0	0	1.1027408769914	2.290307975289831	0.82402614983972744	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	13.742072433246143	12.872321013420439	0	0.86975141982570525	1.5655525556862695	0.34790056793028212	0.34790056793028212	0.86975141982570525	0	1.0437017037908465	0.17395028396514106	3.8269062472331035	0	1.9134531236165517	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	11.401338517141912	3.8004461723806378	6.0807138758090202	1.5201784689522551	60.047049523614078	1.5201784689522551	4.560535406856765	9.1210708137135299	44.845264834091523	2.2802677034283825	0	17.482052392950933	11.401338517141912	1.5201784689522551	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	1.1143931019809916	0.2785982754952479	0.18573218366349861	0.65006264282224513	1.8573218366349862	0.37146436732699722	0.18573218366349861	0.55719655099049581	0.74292873465399445	0.37146436732699722	0.2785982754952479	1.9501879284667354	0.18573218366349861	0.46433045915874654	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	0.38687181447330016	0	0	0	0.92419377901955035	0	0	0	0	0	0.32239317872775014	0.23642166440035009	0.79523650752845032	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	16.172123728739336	15.990414473360243	0	0.18170925537909366	2.3622203199282175	0.54512776613728098	0.36341851075818732	0.9085462768954683	0.54512776613728098	51.242010016904409	0.18170925537909366	1898.8617187115287	10.90255532274562	0.36341851075818732	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	0.32841172045898881	2.9855610950817166E-2	0.22391708213112874	7.4639027377042921E-2	0.97030735590155792	0.22391708213112874	0.14927805475408584	0.29855610950817169	0.29855610950817169	7.4639027377042921E-2	4.4783416426225749E-2	0.20898927665572015	0.26870049855735451	0	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	1.9257558531543761	0.72215844493289105	0.48143896328859404	0.72215844493289105	5.0551091145302376	1.2035974082214851	0.72215844493289105	0.48143896328859404	2.647914298087267	1.9257558531543761	0.24071948164429702	7.7030234126175046	2.647914298087267	0.96287792657718807	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	0	0	0	0	0	0	0	0	0	0.30619865495096177	0.51033109158493628	2.6537216762416689	0.81652974653589805	0	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	2.2991470373504796	1.0450668351593091	0.41802673406372359	0.83605346812744719	3.7622406065735126	1.2540802021911708	0.41802673406372359	1.8811203032867563	0.2090133670318618	2.2991470373504796	0.2090133670318618	2.5081604043823416	0.2090133670318618	2.0901336703186182	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	0.75920814260635661	0.36309954646390968	1.6504524839268623E-2	0.3796040713031783	0.7096945680885508	0.31358597194610383	4.9513574517805872E-2	0.31358597194610383	3.3009049678537246E-2	6.6018099357074492E-2	9.9027149035611745E-2	5.3804750976015709	1.9640384558729662	0.1485407235534176	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	1.4045417261255997	0	0	0	0.70227086306279984	0	0	0	0	2.4579480207197992	0.35113543153139992	0.35113543153139992	1.4045417261255997	1.0534062945941998	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	28.781022132606022	16.930013019180013	0	11.851009113426009	13.54401041534401	6.772005207672005	5.0790039057540035	0	1.6930013019180012	0	0	13.54401041534401	18.623014321098015	8.4650065095900064	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	2.051160033556978	1.5383700251677335	0	0.51279000838924449	6.1534801006709339	1.5383700251677335	1.5383700251677335	1.5383700251677335	1.5383700251677335	0	0	5.1279000838924453	19.998810327180536	0.51279000838924449	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	19.552593216988164	10.862551787215647	4.3450207148862585	4.3450207148862585	36.932676076533198	21.725103574431294	0	10.862551787215647	4.3450207148862585	6.5175310723293878	4.3450207148862585	6.5175310723293878	2.1725103574431293	2.1725103574431293	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	0.64397128426666339	0.5268855962181791	5.8542844024242126E-2	5.8542844024242126E-2	0.40979990816969486	0.35125706414545277	0	5.8542844024242126E-2	0	0.35125706414545277	0.29271422012121062	0	0.58542844024242124	0.17562853207272638	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	1.4483989187675737	0.76370124807744788	0.15800715477464439	0.15800715477464439	0.71103219648589977	0.31601430954928877	7.9003577387322194E-2	0.28967978375351472	2.6334525795774066E-2	0.52669051591548133	0.52669051591548133	0.73736672228167388	0.10533810318309626	0.21067620636619253	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	1.0669695049445791	0.19399445544446894	0.19399445544446894	0.67898059405564126	4.7528641583894888	2.9099168316670343	0.48498613861117235	0.58198336633340686	0.77597782177787578	0.87297504950011029	0.38798891088893789	87.782491088622194	25.995257029558839	0.38798891088893789	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	4.3778491016500922	3.6142707699669367	0.2545261105610519	0.5090522211221038	0	0	0	0	0	0	0	0	0	0	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	6.9033460518313223	5.1024731687448908	0.80038794803841418	1.0004849350480178	2.1010183636008373	0.40019397401920709	0.30014548051440532	1.3006304155624231	0.10004849350480177	1.0004849350480178	0.20009698700960354	13.206401142633833	8.0038794803841427	1.2005819220576213	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	0	0	0	0	0	0	0	0	0	0	0	0	0	0	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	9.567013526101297	3.4956395576139356	0.73592411739240748	5.3354498510949542	4.9674877923987504	3.6796205869620375	0.55194308804430559	0.36796205869620374	0.36796205869620374	2.0237913228291204	0.18398102934810187	29.988907783740604	1.8398102934810188	1.6558292641329169	1. Energy	—(a) Electricity	—(b) Oil	—(c) Gas	2. Transport	—(a) Air	—(b) Rail	—(c) Water	—(d) Road	3. Banking	4. FinMaInfr	5. Health	6. DriWater	7. DigInfr	1.4283853260273551	0	0	0	1.2004514974059688	0.16715147432235006	0.71419266301367756	0.28871618292042284	3.0391177149518195E-2	0	0	3.9660486180121244	0.36469412579421834	0.18234706289710917	
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